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Duty to Inform pursuant to 
Art. 13 and Art. 14 GDPR for 

Customers / Business 
Partners / Suppliers 

The protection of your data and transparency about its processing are of the utmost 
importance to us. We therefore hereby fulfil our duty to provide information about the 
circumstances of the processing in accordance with Art. 13 and Art. 14 of the General Data 
Protection Regulation (GDPR). 
 
Note: For ease of readability, only one grammatical form is used in this document. It goes 
without saying that all genders are equally included. 
 
The processing of your personal data gives rise to the following rights for you: 

a. Right of access (see Art. 15 GDPR) 
b. Right to rectification (see Art. 16 GDPR) 
c. Right to erasure (see Art. 17 GDPR) 
d. Right to restriction of processing (see Art. 18 GDPR) 
e. Right to object (see Art. 21 GDPR) 
f. Right to data portability (see Art. 20 GDPR) 

 
Right of withdrawal: If the processing is based on Art. 6(1)(a) GDPR or Art. 9(2)(a) GDPR, you 
have the right to withdraw your consent at any time. Data processed up to that point 
remains unaffected by the withdrawal. 
 
Contact details of the Data Protection Officer: Jasmin Muhmenthaler Sturm, 
Datenbeschützerin GmbH, Unterer Sand 9, 94209 Regen, Germany, e-mail: 
info@datenbeschuetzerin.de, phone: 09921 22 88 9000 

You have the right to lodge a complaint with a supervisory authority if you believe that the 
processing of your personal data is unlawful. 
 
The Hessian Commissioner for Data Protection and Freedom of Information 
Gustav-Stresemann-Ring 1 
65189 Wiesbaden 
 
Phone: +49 (0) 611 1408 0 
E-mail: poststelle@datenschutz.hessen.de 
 
The controller responsible for the data processing is: 

Name: EnablerMinds GmbH 
Represented by: Toma Buchinsky 
Address: Basler Straße 3 
Postal code, city: 61352 Bad Homburg 
 
Phone: +49 (0) 179 149 3770 
E-mail: info@enablerminds.com 
 

http://www.enablerminds.ai/
mailto:poststelle@datenschutz.hessen.de
mailto:info@enablerminds.com
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The controller is the natural or legal person who alone or jointly with others determines 
the purposes and means of the processing of personal data (e.g. names, e-mail addresses, 
etc.). 
 
Data is transferred to third countries (countries outside the European Economic Area – 
EEA) only insofar as this is necessary for the performance of the service contract, you have 
given us your consent, or this is otherwise permitted by law. In such cases, we take 
measures to ensure the protection of your data, for example through contractual 
arrangements. We transfer data only to recipients who ensure the protection of your data 
in accordance with the GDPR provisions on transfers to third countries (Art. 44 to 49 
GDPR). 
 
Decisions concerning our contractual relationship are not based on automated processing 
or profiling, i.e. no automated decision-making within the meaning of Art. 22 GDPR takes 
place for the establishment, performance, or termination of the contractual relationship. 
Should this procedure be used in individual cases, we will inform you about this separately, 
insofar as this is required by law. 
 
In the context of our customer relationship, you are only required to provide the personal 
data that is necessary for the establishment, performance, and termination of the customer 
relationship and the fulfilment of the associated contractual obligations, or that we are 
legally obliged to collect. Without this data, we will generally not be able to perform the 
contract or the customer relationship with you. 
 
As a rule, we collect your personal data directly from you. If, in exceptional cases, data 
originates from other sources, you will be informed about this separately. 

http://www.enablerminds.ai/
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1 Data Processing in the Context of Order 
Handling 

1.1 Order Entry and Processing 
To process your order or inquiry, we collect personal data of contact persons as part of the 
process (name, address, e-mail address, telephone number, mobile number). Your data is 
entered into our central system and stored there. The provider of the system is Microsoft 
Ireland Operations Limited, One Microsoft Place, South County.  

For the written planning of activities in our projects, we maintain a weekly schedule, 
which may also contain personal data in the form of customer master data and project 
information. 

The processing is based on a contract or pre-contractual measures pursuant to Art. 6(1)(b) 
GDPR. 

Data is forwarded internally to the necessary departments and, where required, to 
external parties subject to confidentiality obligations (e.g. legal counsel, press) / (e.g. 
shipping providers/business partners/subcontractors) in order to further process the order. 
We have engaged an external service provider for the technical support of our IT systems: 
Rachel Technologies Private Limited, Flat No-909, Bldg-B, Nirman Altius, Sr.No.7, Vadgaon 
Sheri, Pune City, Maharashtra 411014, India. A data processing agreement has been 
concluded with this service provider. 

The data is stored in accordance with statutory retention obligations. If no contractual 
relationship is established, your data will be deleted after one year without active contact. 

1.2 Contract Management 
To organize contracts and documents, all contracts are scanned and filed electronically in 
our document management system. This concerns all contracts with customers, business 
partners, service providers, affiliated companies, and, where applicable, others. The 
contracts may contain personal data in the form of contact information and personal 
details for contract execution. 

The processing of the data is based on the performance of a contract pursuant to Art. 
6(1)(b) GDPR, which permits the processing of data for the performance of a contract or 
pre-contractual measures. 

The data is stored in accordance with the statutory retention obligation. 

1.3 Digital Signing of Documents 
To simplify the signing of contracts, we use digital signature solutions or providers of 
electronic signatures. We use your e-mail address to send you the digital document. 

As part of the signing process, your digital signature, the timestamp, and your name are 
processed and stored. 

http://www.enablerminds.ai/
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For carrying out the digital signature, we use the following provider: [name, address, 
postal code, city]. 

Your data is processed on the basis of a legitimate interest pursuant to Art. 6(1)(f) GDPR. 
The controller pursues the goal of efficient, paperless administration and signing of 
contracts and documents. In addition, the processing is based on the implementation of 
pre-contractual measures or the performance of a contract pursuant to Art. 6(1)(b) GDPR. 
Where qualified electronic signatures are used, the processing is also based on legal 
obligations pursuant to Art. 6(1)(c) GDPR. 

The data is stored internally. A data processing agreement pursuant to Art. 28 GDPR has 
been concluded with the provider of the signature solution. 

The records and documents are stored in accordance with the statutory retention periods. 

1.4 Communication by E-Mail / Telephone 
To get in touch with you, we send you e-mails containing further information, to process 
your inquiry or your order, or in the context of our general business relationship. For this 
purpose, your e-mail address, the content of the e-mails, and the communication history 
are recorded. The e-mails are hosted by an external service provider. The provider is 
Microsoft Ireland Operations Limited, One Microsoft Place, South County. A data 
processing agreement has been concluded with the provider. 

Furthermore, we may also call you by telephone using the landline or mobile number 
stored in our records. 

The processing of the data is based on the performance of a contract pursuant to Art. 
6(1)(b) GDPR, which permits the processing of data for the performance of a contract or 
pre-contractual measures (customer relationship, contracts with business partners). 

Data is only disclosed if this has been agreed with you or is necessary for the current 
business transaction. 

The company is certified under the “EU-US Data Privacy Framework” (DPF). The DPF is an 
agreement between the European Union and the USA that is intended to ensure 
compliance with European data protection standards for data processing in the USA. 
Every company certified under the DPF commits to complying with these data protection 
standards. Further information is available from the provider at the following 
link: https://www.dataprivacyframework.gov/participant/647 

Your data is stored on our systems in accordance with the statutory retention obligation. 

2 Data Processing as a Processor 

2.1 IT Administration on Behalf of Clients 
To process your order or inquiry, we collect personal data of contact persons as part of the 
process (name, address, e-mail address, telephone number, mobile number). Depending 
on the order, we as a processor may have access to and insight into the client's systems 
and thus, where applicable, also personal data. 

http://www.enablerminds.ai/
https://www.dataprivacyframework.gov/participant/6474
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For the written planning of activities in our projects, we maintain a schedule in our 
calendar, which may also contain personal data in the form of customer master data and 
project information. 

Data is forwarded internally to the necessary departments and, where required, to 
external parties (e.g. shipping providers/business partners/subcontractors/manufacturers) 
in order to further process the order. 

The data is stored in accordance with statutory retention obligations. At the latest upon 
termination of the service agreement, documents that have come into our possession, 
processing and usage results created, and data sets related to the engagement, as well as 
test and reject material, must be handed over to the client or, with prior consent, 
destroyed in a manner compliant with data protection requirements. 

2.2 Remote Support 
In the event of access to a computer, remote software may be used. The provider of the 
remote software is: NordVPN, Fred. Roeskestraat 115, 1076 EE Amsterdam. Access takes 
place only upon explicit approval by the user at the computer. The IT support staff 
connecting to the computer may be able to view personal information in the process. 

The processing of the data is based on a business purpose pursuant to Art. 6(1)(f) GDPR. 
The controller has a legitimate interest in ensuring the availability and confidentiality of 
the network and the IT infrastructure. 

Access to the data is held by the management and the IT service provider (see above) for 
analysis in the event of errors. We have concluded a data processing agreement with the 
IT service provider and the provider of the remote software. 

Your personal data is stored for a period of up to 365 days as part of the processing. 

3 Data Processing in IT Systems 

3.1 Contact and Address Management 
To manage the contact information of our customers and business partners, we store it in 
our system. The provider of the system is: Microsoft Ireland Operations Limited, One 
Microsoft Place, South County. The following data is processed: name, contact person 
where applicable, address, telephone number, mobile number, and e-mail address. 

The data is collected on the basis of a legitimate interest pursuant to Art. 6(1)(f) GDPR in 
order to be able to manage the contact information in a structured and efficient manner. 

Only our employees have access to the system. 

The company is certified under the “EU-US Data Privacy Framework” (DPF). The DPF is an 
agreement between the European Union and the USA that is intended to ensure 
compliance with European data protection standards for data processing in the USA. 
Every company certified under the DPF commits to complying with these data protection 
standards. Further information is available from the provider at the following 
link: https://www.dataprivacyframework.gov/participant/647 

http://www.enablerminds.ai/
https://www.dataprivacyframework.gov/participant/6474
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Your contact data is stored in accordance with the statutory retention period. 

3.2 Audio and Video Conferences 
3.2.1 Data Processing 
For communication with our customers, we use, among other things, online conferencing 
tools. The specific tools we use are listed below. When you communicate with us by video 
or audio conference via the internet, your personal data is collected and processed by us 
and by the provider of the respective conferencing tool. 

The conferencing tools collect all data that you provide/use in order to use the tools (e-
mail address and/or your telephone number). Furthermore, the conferencing tools 
process the duration of the conference, the start and end (time) of participation in the 
conference, the number of participants, and other “context information” related to the 
communication process (metadata). 

In addition, the provider of the tool processes all technical data required to handle the 
online communication. This includes in particular IP addresses, MAC addresses, device IDs, 
device type, operating system type and version, client version, camera type, microphone 
or speaker, and the type of connection. 

If content is exchanged, uploaded, or otherwise made available within the tool, it is also 
stored on the servers of the tool providers. Such content includes in particular cloud 
recordings, chat/instant messages, voicemails, uploaded photos and videos, files, 
whiteboards, and other information shared while using the service. 

Please note that we do not have full influence over the data processing operations of the 
tools used. Our options are largely determined by the corporate policy of the respective 
provider. Further information on data processing by the conferencing tools can be found 
in the privacy policies of the tools used, which we have listed below this text. 

3.2.2 Purpose and Legal Bases 
The conferencing tools are used to communicate with prospective or existing contractual 
partners or to offer certain services to our customers (Art. 6(1)(b) GDPR). Furthermore, the 
use of the tools serves the general simplification and acceleration of communication with 
us and our company (legitimate interest within the meaning of Art. 6(1)(f) GDPR). Where 
consent has been requested, the tools in question are used on the basis of that consent; 
consent may be withdrawn at any time with effect for the future. 

3.2.3 Storage Period 
The data collected directly by us via the video and conferencing tools is deleted from our 
systems as soon as you request us to delete it, you withdraw your consent to its storage, or 
the purpose for storing the data no longer applies. Stored cookies remain on your end 
device until you delete them. Mandatory statutory retention periods remain unaffected. 

We have no influence over the storage period of your data that is stored by the operators 
of the conferencing tools for their own purposes. For details, please contact the operators 
of the conferencing tools directly. 

3.2.4 Conferencing Tools Used 
We use the following conferencing tools: 

http://www.enablerminds.ai/
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3.2.5 Microsoft Teams 
We use Microsoft Teams. The provider is Microsoft Ireland Operations Limited, One 
Microsoft Place, South County Business Park, Leopardstown, Dublin 18, Ireland. Details on 
data processing can be found in the Microsoft Teams privacy policy: 
https://privacy.microsoft.com/de-de/privacystatement. 

The company is certified under the “EU-US Data Privacy Framework” (DPF). The DPF is an 
agreement between the European Union and the USA that is intended to ensure 
compliance with European data protection standards for data processing in the USA. 
Every company certified under the DPF commits to complying with these data protection 
standards. Further information is available from the provider at the following 
link: https://www.dataprivacyframework.gov/participant/6474. 

3.2.5.1 Data Processing Agreement 
We have concluded a data processing agreement (DPA) with the above-mentioned 
provider. This is a contract required by data protection law which ensures that the 
provider processes the personal data of our website visitors only in accordance with our 
instructions and in compliance with the GDPR. 

3.3 File Exchange via OneDrive / SharePoint 
We use OneDrive / SharePoint to exchange files with you. The provider is Microsoft 
Corporation, One Microsoft Way, Redmond, WA 98052-6399, USA (hereinafter “OneDrive” 
or “SharePoint”). 

OneDrive / SharePoint enables us to integrate a folder structure into our system, in which 
you can upload content. When you upload content, it is stored on the OneDrive / 
SharePoint servers. A connection to OneDrive / SharePoint is also established, so that 
OneDrive / SharePoint can determine that you have visited our system. 

OneDrive / SharePoint is used on the basis of Art. 6(1)(f) GDPR. The controller has a 
legitimate interest in a reliable and efficient file exchange system. 

The company is certified under the “EU-US Data Privacy Framework” (DPF). The DPF is an 
agreement between the European Union and the USA that is intended to ensure 
compliance with European data protection standards for data processing in the USA. 
Every company certified under the DPF commits to complying with these data protection 
standards. Further information is available from the provider at the following 
link: https://www.dataprivacyframework.gov/participant/647 

3.3.1 Data Processing Agreement 
We have concluded a data processing agreement (DPA) with the above-mentioned 
provider. This is a contract required by data protection law which ensures that the 
provider processes the personal data of our website visitors only in accordance with our 
instructions and in compliance with the GDPR. 

3.4 Responding to Customer Inquiries Using AI (Artificial 
Intelligence) 

We use AI-supported software to handle and respond to customer inquiries. The AI we use 
analyzes the content of your message in order to autonomously or partially autonomously 
generate a suitable response or a response suggestion. In this context, our AI processes all 
content of your message, including names, e-mail addresses, communication content, or 
technical information (e.g. IP addresses, device information). 

http://www.enablerminds.ai/
https://privacy.microsoft.com/de-de/privacystatement
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The provider of the AI system is Microsoft Ireland Operations Limited, One Microsoft Place, 
South County Business Park, Leopardstown, Dublin 18, Ireland.  

The AI software used is employed on the basis of Art. 6(1)(f) GDPR. We have a legitimate 
interest in customer communication that is as efficient as possible, using modern 
technical solutions. A data processing agreement has been concluded with the provider. 

The company is certified under the “EU-US Data Privacy Framework” (DPF). The DPF is an 
agreement between the European Union and the USA that is intended to ensure 
compliance with European data protection standards for data processing in the USA. 
Every company certified under the DPF commits to complying with these data protection 
standards. Further information is available from the provider at the following 
link: https://www.dataprivacyframework.gov/participant/647 

 

3.5 IT Ticketing System 
To ensure IT support and to prioritize and document requests, we use a ticketing tool in IT. 
When you submit a ticket, we record the following about the person handling it: surname, 
first name. About the requester, we record: surname, first name, department. Depending 
on the type of error, the error description itself may also contain personal data. 

The provider of the ticketing system is Atlassian Pty Ltd, 350 Bush St, Floor 13, San 
Francisco. 

The processing of the data is based on a business purpose pursuant to Art. 6(1)(f) GDPR. 
The controller has a legitimate interest in optimizing the processes in IT. 

The data is processed in the IT department and, where applicable, passed on to an 
external support service provider for handling the case. A data processing agreement has 
been concluded with the external IT support and the provider of the ticketing system. 

The company is certified under the “EU-US Data Privacy Framework” (DPF). The DPF is an 
agreement between the European Union and the USA that is intended to ensure 
compliance with European data protection standards for data processing in the USA. 
Every company certified under the DPF commits to complying with these data protection 
standards. Further information is available from the provider at the following 
link: https://www.dataprivacyframework.gov/participant/647 

Your personal data is stored as part of the processing and subsequently deleted. Statutory 
retention periods remain unaffected. 

4 Sales & Marketing 

4.1 Trade Fair Booth 
So that we can send you further information about our company, our offerings, and our 
services after the trade fair, we collect the following data from you at our booth: name, e-
mail address, telephone number / mobile number. The data is then entered into our CRM 
system. 

http://www.enablerminds.ai/
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The processing is based on a contract or pre-contractual measures pursuant to Art. 6(1)(b) 
GDPR. 

Only our employees have access to our system. We have engaged an external service 
provider for the technical support of the CRM system: Microsoft Ireland Operations 
Limited, One Microsoft Place, South County Business Park, Leopardstown, Dublin 18, 
Ireland. A data processing agreement has been concluded with this service provider. 

5 Financial Accounting 

5.1 Credit Checks 
In the case of a purchase on account or another payment method for which we provide 
advance performance, we may carry out a credit check (scoring). For this purpose, we 
transmit the data you have entered (e.g. name, address, age, or bank details) to a credit 
agency. Based on this data, the probability of a payment default is determined. In the 
event of an excessive risk of payment default, we may refuse the payment method in 
question. 

The credit check is carried out on the basis of contract performance (Art. 6(1)(b) GDPR) and 
for the avoidance of payment defaults (legitimate interest pursuant to Art. 6(1)(f) GDPR). 
Where consent has been obtained, the credit check is carried out on the basis of that 
consent (Art. 6(1)(a) GDPR); consent may be withdrawn at any time. 

5.2 Sanctions List Screening 
EU companies are obliged by prohibitions to check employee data and business contacts 
for matches with the names recorded on sanctions lists and to carry out a comparison. 
Sanctions lists are based on various EU regulations (including EU Regulation 2580/2001), 
the so-called anti-terrorism regulations, and contain the names of persons, companies, 
and states against which sanctions have been imposed for reasons of foreign or security 
policy. For this purpose, the name of the data subject is processed. 

The screening is carried out on the legal basis of Art. 6(1)(c) GDPR and Art. 6(1)(f) GDPR. The 
controller has a legitimate interest in not entering into business relationships with 
sanctioned persons. 

Data is only disclosed if this has been agreed with you or is necessary for the current 
business transaction. 

Your data is stored on our systems in accordance with the statutory retention obligation. 

5.3 Financial Accounting 
For handling our financial accounting, we have mapped a process in our IT systems within 
the company. The provider of the system is: DATEV eG, Nürnberg, Paumgartnerstr. 6 - 14, 
90429 Nürnberg. In the course of this process, personal data of contact persons or invoice 
information may be processed (name, address, e-mail address, telephone number, mobile 
number). 

http://www.enablerminds.ai/
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The processing is based on a legal requirement pursuant to Art. 6(1)(c) GDPR. The 
processing is necessary for compliance with a legal obligation to which the controller is 
subject (principles of proper accounting). 

Data is forwarded to our responsible tax advisor. We have concluded a data processing 
agreement with the provider of our accounting system. 

The data is stored in accordance with statutory retention obligations. 

5.4 Dunning Process 
In the case of outstanding receivables, we reserve the right to issue reminders and – in the 
event of non-payment – to transfer them to external service providers (e.g. lawyers or debt 
collection agencies) for further processing. The following personal data is required and 
processed for this purpose: name, address, and the amount of the outstanding receivable. 

The data processing is carried out on the basis of a contractual relationship or pre-
contractual measures pursuant to Art. 6(1)(b) GDPR. 

Data is disclosed exclusively to the engaged service providers (e.g. lawyer, debt collection 
agency). 

The data is stored in compliance with the statutory retention periods. 

6 Miscellaneous 

6.1 Data Protection Management 
You can contact the external data protection officer at any time by e-mail at 
info@datenbeschuetzerin.de or by telephone at 09921 9062720.  

In doing so, your name, the reason for the inquiry, the facts of the matter, and, where 
applicable, data of the data subject stored in the system are collected and stored. 

The processing of the data is based on the performance of a contract pursuant to Art. 
6(1)(b) GDPR, which permits the processing of data for the performance of a contract or 
pre-contractual measures (service contract, employment contract). 

Information is disclosed only with your consent. 

Your personal data is stored for as long as it is needed for the purpose. Statutory retention 
obligations remain unaffected. 

http://www.enablerminds.ai/
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7 Job Applications 

7.1 Handling of Applicant Data 
We offer you the opportunity to apply to us (e.g. by e-mail, by post, or via an online 
application form). Below, we inform you about the scope, purpose, and use of your 
personal data collected in the course of the application process. We assure you that your 
data is collected, processed, and used in accordance with applicable data protection law 
and all other statutory provisions, and that your data is treated in strict confidence. 

7.2 Scope and Purpose of Data Collection 
If you submit an application to us, we process the associated personal data (e.g. contact 
and communication data, application documents, notes taken in the course of interviews, 
etc.) insofar as this is necessary to decide on the establishment of an employment 
relationship. The legal basis for this is Section 26 of the German Federal Data Protection 
Act (BDSG) under German law (initiation of an employment relationship), Art. 6(1)(b) GDPR 
(general contract initiation), and – where you have given consent – Art. 6(1)(a) GDPR. 
Consent may be withdrawn at any time. Within our company, your personal data is 
passed on only to persons who are involved in processing your application. 

If the application is successful, the data you have submitted is stored in our data 
processing systems on the basis of Section 26 BDSG and Art. 6(1)(b) GDPR for the purpose 
of carrying out the employment relationship. 

7.3 Retention Period of the Data 
If we are unable to make you a job offer, if you decline a job offer, or if you withdraw your 
application, we reserve the right to retain the data you have submitted on the basis of our 
legitimate interests (Art. 6(1)(f) GDPR) for up to 6 months from the end of the application 
process (rejection or withdrawal of the application). The data is then deleted and the 
physical application documents are destroyed. The retention serves in particular as 
evidence in the event of a legal dispute. If it is apparent that the data will be required after 
expiry of the 6-month period (e.g. due to an impending or pending legal dispute), deletion 
will only take place once the purpose for the continued retention no longer applies. 

Longer retention may also take place if you have given corresponding consent (Art. 6(1)(a) 
GDPR) or if statutory retention obligations preclude deletion. 
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